OpenVPN Client connection
configuration in OPNsense

Applied to OPNsense v26.7.1

Client config

Order matters

Hint: when copy-past avoid whitespaces (trailing spaces, new lines breaks), includ only from '---
BEGIN' until 'END---'

Trust, Authorities: Import CA

(img)

Trust, Certificates: Import client certificate and private key
(img)

VPN, OpenVPN, instances, Static keys,: Import static key
(img)

VPN, OpenVPN, instances, Instances: Add

(img)

Interfaces, Assignments, Add, choose unassigned interface, assign it
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Enable new interface and, optionally, configure MTU/MSS to match the server side (use same
values, or leave unconfigured)

O OPNsense’ <
O Lobby
@ Reporting Interfaces: [ovpncl: ©. ]
= System
O e Basic configuration
[LAN] ) Enable q_q.ﬁnam.uamﬂam
[ovpnel e _gl.l'u_o h ° é
Lock i
[WAN] & Prevent interface removal
Assignments ra @ Identifier optl
PN L] O Device olpncl
Neighbors 22
Overview = © Description ovpnels o
Settings By
Virtual IPs = Generic configuration
Wireless A
© Block private networks [}
Diagnostics
O Firewall © Block bogon networks o
& VPN @ IPv4 Configuration Type None .
2 Services
¥ Power © Py Configuration Type None .
® Help
@ MAC address
© Promiscuous mode o
[ 20V o 1400
Onss 1340
©® Dynamic gateway policy [ This interface does not require an intermediate system to act as a gateway

Qﬂ Concel

System, Gateways, Configuration, Add
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Now it is possible to add routes (if necessary). Although, routes should be pushed from the VPN
server to the client.
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