Network tools and
utilities

o tftp on MacOS v26 (Tahoe) [CANCELLED]

e Terminal via serial port on MacOS Sonoma

e Speed tests

o Global speed tests providers

e Network Time Protocol (NTP)

o Favourite NTP servers




tftp on MacOS v26 (Tahoe)
[CANCELLED]

preface

tftp was depreciated from macOS.

lesson (might be useful)

Check is it available

Is /usr/libexec/tftpd

anton-w&antlmbp? ~ % 1s fusr/libexec/tftpd
Susrs/libexec/tftpd

Create local tftp directory AS NORMAL user

export u="anton-w"

export dir="/Users/${u}/delme/tftp"
mkdir -p ${dir}

cd ${dir}

pwd

current status

netstat -f inet | grep tftp
Isof -iUDP:69
Isof -nPi | grep ":69"

stop service and verify
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export s="system/com.apple.tftpd"
launchctl stop ${s}

launchctl bootout ${s}

launchctl disable ${s}

launchctl remove ${s}

launchctl list | grep ${s}

netstat -f inet | grep tftp
Isof -iUDP:69
Isof -nPi | grep ":69"

default config has disabled option, override is needed

export f="/System/Library/LaunchDaemons/tftp.plist"
cat ${f} | grep com.apple.tftpd
cat ${f} | grep -i -Al disabled

Create override

export f="/System/Library/LaunchDaemons/tftp.plist"
export  fov="/Library/LaunchDaemons/local.tftp.plist"
cp ${f} ${fov}

Is -la ${fov}

vi  ${fov}

Content

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple Computer//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-
1.0.dtd">
<plist version="1.0">
<dict>
<key>Disabled</key>
<false/>
<key>Label</key>
<string>local.tftp</string>
<key>ProgramArguments</key>
<array>
<string>/usr/libexec/tftpd</string>
<string>-d</string>

<string>-l</string>



<string>-s</string>
<string>/Users/anton-w/delme/tftp</string>
<string>-u</string>
<string>anton-w</string>
</array>
<key>inetdCompatibility</key>
<dict>
<key>Wait</key>
<true/>
</dict>
<key=>InitGroups</key>
<true/>
<key>Sockets</key>
<dict>
<key>Listeners</key>
<dict>
<key>SockServiceName</key>
<string>tftp</string>
<key>SockType</key>
<string>dgram</string>
</dict>
</dict>
</dict>

</plist>

Verify plist file

cat ${fov} | grep -i -Al disabled
plutil -lint ${fov}

Set ownership and permissions

Is -la ${fov}

chown root:wheel ${fov}
chmod 644 ${fov}

Is -la ${fov}

Enable service

export s="system/local.tftp"



launchctl stop ${s}

launchctl bootout ${s}
launchctl disable ${s}
launchctl remove ${s}

launchctl list | grep ${s}

launchctl enable ${s}

export f="/Library/LaunchDaemons/local.tftp.plist"
launchctl load -wF ${f}

# launchctl bootstrap system ${s}

launchctl start ${s}
launchctl list ${s}

launchctl print ${s} | grep state

New file should be in the dump

launchctl dumpstate | grep ".plist" | grep ftp

sh-3.2%
sh-3.2# launchctl dumpstate | grep ".plist" | grep fitp

path = /System/Library/LaunchDaemons/com.apple. ftp-proxy.plist
path = /Library/LaunchDaemons/local.tftp.plist
sh-3.2¢# ||

Verify that default TFTP root exists

Is -la /private/tftpboot

Create if missing

sudo mkdir -p /private/tftpboot
sudo chmod 777 /private/tftpboot

Verify tftp is listening on

netstat -f inet | grep tftp
netstat -an | grep "*.69"
netstat -atp UDP | grep tftp
Isof -iUDP:69

Isof -nPi | grep ":69"
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Check state firewall

sudo /usr/libexec/ApplicationFirewall/socketfilterfw --getglobalstate

if needed, create a rule to allow

sudo /usr/libexec/ApplicationFirewall/socketfilterfw --add /usr/libexec/tftpd

sudo /usr/libexec/ApplicationFirewall/socketfilterfw --unblockapp /usr/libexec/tftpd

I am using Little Snitch, thus my native firewall is disabled.
TFTP daemon is set up and ready to receive/transmit files.

troubleshooting

launchctl dumpstate | grep ".plist" | grep ftp

log stream --style syslog --predicate 'process == "launchctl"
log stream --style syslog --predicate 'subsystem == "com.apple.xpc.launchctl"
log show --last 5m --style syslog --predicate 'subsystem == "com.apple.xpc.launchct|™

Start daemon manually

HJusr/libexec/tftpd \

I+d\

I+ \

s\
[[JUsers/anton-w/delme/tftp \
Tru \

[Manton-w

Flle exist, is executable , but does not do anything.

pkgutil --file-info /usr/libexec/tftpd
# no package provides

codesign -dv /usr/libexec/tftpd

# has not authority

csrutil authenticated-root status
file /usr/libexec/tftpd

mount | grep "sealed"



Go home.



Terminal via serial port on
MacOS Sonoma

Connect

Verify connectivity

system_profiler SPUSBDataType | grep -i -A5 serial

anton@antlmbp4 ~ % system_profiler SPUSBDataType | grep -i -A5 serial

2026-04-01 21:12:57.369
2026-04-01 21:12:57.370
2026-04-01 21:12:57.370
2026-04-01 21:12:57.371
2026-04-01 21:12:57.371
2020-04-@1 21:12:57.37Z

system_profiler[1802:258495]
system_profiler[1802:258495]
system_profiler[1802:28495]
system_profiler[1882:28495]
system_profiler[1802:258495]
system_profiler[1882:28495]

Serial Number: 1

Speed:

Up to 5 Gbss

Manufacturer: Realtek

Location ID: @x@1334000 / 7
Current Available (mA): 900
Current Required (mA): 288

ioreg -p IOUSB

Serial Number:
Speed: Up to 12 Mb/s

SPUSBDevice:
SPUSBDevice:
SPUSBDevice:
SPUSBDevice:
SPUSBDevice:
SPUSBDevice:

I0CreatePlugInInterfaceForService
I0CreatePlugInInterfaceForService
I0CreatePlugInInterfaceForService
I0CreatePlugInInterfaceForService
I0CreatePlugInInterfaceForService
I0CreatePlugInInterfaceForService

| Manufacturer: USE-RSZ232 Interface Converter |

Location ID: @x@1131148 /

14

Current Available (mA): 500

Current Required (mA): 5@

Serial Number:
Speed: Up to 488 Mb/s
Location ID: @x@113113@ /

13

Current Available (mA): 500

Current Required (mA): 500

Extra Operating Current (mA): @

failed @xeddddZbe
failed @xeddddZbe
failed @xe@dddZbe
failed @xed088Zbe
failed @xeddddZbe
failed @xe@o00Zbe
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anton@antimbp4 ~ % ioreg -p IOU

5B

+-0 Root <class IORegistryEntry

+-0 AppleUSBVHCIECE Root Hub
+-0 Apple TZ Controller@881
+-0 FaceTime HD Camera (Bui
+-0 Apple Internal Keyboard

|
|
|
| +-0 Headset@30400000 <clas
|
|

[

o

"etain 25>
<class Apple
wo JSBDevice, id

1 on lass AppleUSED
mommsmme?  <class Appl
¢ I 9x10000056d,

+-0 Touch Bar Backlight@§a7mmms

I mISBDevice, id mo mmem

id @x100000554, registered, matched, active, busy @ (@ ms), retain 14>
tered, matched, active, busy @ (@ ms), retain 13>
55b, registered, matched, active, busy @ (@ ms), retain 13»
pOOOAsE9, registered, matched, active, busy @ (1 ms), retain 19>
ed, active, busy @ (@ ms), retain 11>
m tered, matched, active, busy @ (@ ms), retain 13>

+-0 Touch Bar Display@83@60omm u "Device, id 0x mmmms = | red, matched, active, busy @ (@ ms), retain 13>
+-0 AppleUSBXHCI Root Hub Simu IH class ApplelSEmmmmmmmmm m Px1000005c9, registered, matched, active, busy @ (@ ms), retain 10>
+-0 USEZ.® Hub di spleUSBDevice, O O egistered, matched, active, busy @ (@ ms), retain 13>
| +-0 40AVEQ1170000 <class Ox100000512, I d, active, busy @ (@ ms), retain 13>
| +-0 USBZ.@ Hub AppleUSBDevic Fmmmss registered, matched, active, busy @ (@ ms), retain 14>
| +-0 Lenovo Thunderbolt : 191132000 <cl u , id @x10000062a, registered, matched, active, busy @ (@ ms), retain 17>
| +-0 4-Port USB 2.0 Hub@{ - molelSEDevice, L gistered, matched, active, busy @ (@ ms), retain 12>
| | +-0 4-Port USE Z.@ Hutmm - ippleUsBDevice registered, matched, active, busy @ (@ ms), retain 14>
| | +-0 Dell Laser Mouse m | W =class Applels PO678, registered, matched, active, busy @ (@ ms), retain 15»
| | +-0 HD Pro Webcam Commmmmm ms AppleUSBDevi oo, registered, matched, active, busy @ (@ ms), retain 19>
| | +-0 IOUSBHostDeviceém | mpleUSBDevice, m oomssmeow egistered, matched, active, busy @ (1 ms), retain 11>
| +-0 YubiKey OTP+FIDO+CC] = L] AppleUsBDevic » mmmmeno registered, matched, active, busy @ (@ ms), retain 15>
+-0 USE3.1 Hub da— aplelSBDevice, ~m mmm— egistered, matched, active, busy @ (@ ms), retain 12>
+-0 USB3.8 Hub L ApplelSEDevic B Emmmaes  registered, matched, active, busy @ (@ ms), retain 12»
+-0 ThinkPad TBT 3 Docke JpleUSBDevice, _ WUJUWWLL, [egistered, matched, active, busy @ (@ ms), retain 13>
Identify device
Is -Itr /dev/tty*
crw-rv-ro- 1 root  wheel — @x4000003 1 Apr 20:54 Sdev/ttyp3
crw-rw-rw- 1 root wheel Ox4000002 1 Apr 20:54 Sdev/ttypl
crw-rw-rw- 1 root wheel Ox4000001 1 Apr 20:54 Sdev/ttypl
crw-rv-ro- 1 root  wheel  @x4000000 1 Apr 20:54 Sdev/ttypd
crw-rv-rv- 1 root  wheel  OxZ000000 1 Apr 20:54 Sdev/tty
crwv-rw-rw- 1 root  wheel  @x9000882 1 Apr 20:54 /dev/tty.Bluetooth-Incoming-Port
crwv-rv-rov- 1 root  wheel  @x0000000 1 Apr 20:54 Sfdev/tty.ELTH
crw--w---- 1 anton tty @x10000000 1 Apr Z21:18 Sdev/ttysHoe

anton®antlmbpd ~ %

Disconnect, connect back, repeat command to identify it is exactly the same device (it will be
usually owned by the root, but by user)

Is -Itr /dev/
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- T s mLme o mpr EweoT wpe
crw-r--r-- 1 root  wheel OxaB@eda4 1 Apr 20:54 auditsessions

CPW-====== 1 root  wheel OxbBREBAd 1 Apr 20:54 auditpipe

Crw------- 1 root wheel 0x14000001 1 Apr 20:54 afsc_type5

crwv-rv-rv- 1 root  wheel 0x9000002 1 Apr 20:54 tty.Bluetooth-Incoming-Port
crw-rw-rw- 1 root  wheel 0x9000003 1 Apr 20:54 cu.Bluetooth-Incoming-Port
crw-rw-rw- 1 root  wheel @x1e000B0 1 Apr 20:54 uart.BLTH

crw-rw-rw- 1 root  wheel @xS000000 1 Apr 20:54 tty.BLTH

crw-rw-rw- 1 root  wheel Ox16000000 1 Apr 20:54 nfsclnt

crw-rw-rw- 1 root  wheel @x200003d9 1 Apr 28:54 autofs_nowait

crw-rw-rw- 1 root  wheel 0x21000011 1 Apr 28:54 autofs_notrigger
crwv-ro-rw- 1 root  wheel 0x22000011 1 Apr 28:54 autofs_homedirmounter
CrW------- 1 root wheel 0x23000000 1 Apr 28:54 autofs_control

Cr-====== 1 root  wheel Ox1fe00epe 1 Apr 20:54 autofs

crw-rw-rw- 1 root  wheel @x11000000 1 Apr 20:59 random

CMW======= 1 root  wheel Ox17000001 1 Apr Z1:0Z bpfil

CMW======= 1 root  wheel Ox17000000 1 Apr Z1:0Z bpfi@

CPf-====== 1 anton staff @ 1 Apr 21:12 console

crw-rv-rw- 1 root  wheel @x9000001 1 Apr 21:19 cu.BLTH

crwv-rv-rv- 1 root  wheel @x3000002 1 Apr 21:71 null

crw-rv-rv- 1 root  tty Oxfoeeoed 1 Apr 21:21 ptmx

crw--w---- 1 gnton tty Ox10000003 1 Apr 21:721 ttysee3

anton@antimbp4 ~ % 1s -1tr /dev/|]

—

Attach screen to the serial port

screen /dev/ttys003 115200

Exit nicely, press
CTRL+A

K
Y

Renlly kill this window [y/n]
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Speed tests



Speed tests

Global speed tests providers

Remember to open a new test in the new private session window (to ensure new TCP connection
will be established)

CloudFlare

https://speed.cloudflare.com

Does measure download for different sizes. Presents jitter in graphical way. Very good
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Network Time Protocol (NTP)



Network Time Protocol (NTP)

Favourite NTP servers

In Turkey
In Finland
In Russia
In France

In United Arab Emirates

0.ae.pool.ntp.org
1.ae.pool.ntp.org
2.ae.pool.ntp.org

3.ae.pool.ntp.org

ntpl.recro.ae

ntp2.recro.ae

In Saudi Arabia



