Cisco forest

Switches and routers

e Cisco ASA5505

o Firmware upgrade

o Backup and restore configuration using Trivial File Transfer Protocol (TFTP)

o Backup and restore configuration using Secure SHell (SSH)

o Restore factory settings ASA5505 aka reset




Cisco ASA5505



Cisco ASA5505

Firmware upgrade

Login into ASA (SSH or serial port)

Provide 'enable' password

enable

Prepare files on TFTP server.

ping 192.168.74.128
copy tftp: diskO:
dir

Perform change of booting image

show version
configure terminal

dir

show bootvar
no boot system disk0:/asa845-k8.bin
boot system disk0:/asa917-32-k8.bin

exit

write memory

show run | include boot
show bootvar

reload

show version



Cisco ASA5505

Backup and restore
configuration using Trivial
File Transfer Protocol (TFTP)

Run tftp server (pumkin on tftpd)

Ensure tftp server is listening

ping 192.168.74.129

Backup (from ASA)

anton-wZantlmbp? ~ % ssh r@dt@1972.168.74.1

régt@197 .168.74.1"'s password:

Type help or '?" for a list of available commands.

ztn3ifw> en

ztn3ifwZ> enable

Password: ***++**

ztn3fw#

ztn3fw#

ztn3fw#

ztn3fwZ# ping 192.168.74.129

Type escape sequence to abort.

Sending 5, 1@@-byte ICMP Echos to 192.168.74.129, timeout is 2 seconds:
Success rate is 188 percent (5/5), round-trip minfovg/max = 1/1/1 ms
\ztn3fwzi (]

copy running-config tftp://192.168.74.129
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ztn3fw2# copy running-config tftp:192.168.74.129
Source filename [running-config]?

Address or name of remote host []7

?Host name or address not specified

%Error parsing filename (Invalid argument)
ztn3fwZ# copy running-config tftp://192.168.74.129
Source filename [running-config]?

Address or name of remote host [192.168.74.129]7

Destination filename [running-ceonfig]?
Cryptochecksum: 774f2691 381533d8 cbaalBb@ Bab6bfb4
'

4490 bytes copied in 1.120 secs (4490 bytes/sec)
ztn3fwz# ||

On the server side:

" Tftpd32 by Ph. Jounin =10 x|

Current Directory IE:'mpt'xtu:u:uIs Erowsze |
Server interfaces [JEERTEE R Shaow Dir I

Thtp Server | Titp Client I DHCP server I Syzlog zerver I

Connection received from 192.168.74.1 on port 18524 [22417 12:08:18.765]
"Write request for file <running-configs. Mode octet [22/17 12:05:18.765]
<mnning-configr: revd 9 blkes, 4430 bytes in 0= 0 blk rezent [22/17 12:05:18.731]

1| | B

Clear | Copy I Current Achion Irunning-cnnfig>: rcwd 9 blkz, 4490 bytes in

| About I Settings I Help |

Rename config.
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Rename/Move - Far 3.0.4242 x86 Administrator - |E| >

Name g Name i Name

running
I

Rename /Mowve

Rename or move running-config t @
llllllllllllllllllﬁllllllﬁlllllllllllllllllllllllllllllll.l

ccess rights: (e) Defau t (D Co vy (3 nherit

Already e isting files: HES
[ 1] Cop contents of symbolic Tinks
[ ] Process multiple destinations

[ ] use filter

{ ename } [ F10- ree ] [ Filter 1 [ €a cel ]

3 ] 3] 3 9 0 z
i/ start J Bl @ 7 2 J [ Ciioptipasses - Notepa. .. | BB PUTTY (nactive) I BB Rename/Move - Far ... @ Thpd3z by Ph. Jourin I ‘1 COML1 - Tera Term ¥T | J ﬂ‘%j{“ve‘ﬂg@ Al TR 120

Restore (to ASA

e ensure the correct name of config exists before pulling it from target.

e configuration will be applied immedeately (otherwise, use 'startup-config' as a destination
file)

copy tftp://192.168.74.129/running-config.2025-09-20.2040.working running-config

ztn3fwz# copy tftp://192.168.74.129/running-config.2625-@9-28. 2048 .working runj
Address or name of remote host [192.168.74.129]7

Source filename [running-config.2@25-89-20.20840.working]?

Destination filename [running-config]?

Accessing tftp://192.168.74.129/running-config.2825-89-20, 2848 .working 1!

Connection to 192.168.74.1 closed by remote host.
Connection to 192.168.74.1 closed.
panton-w2antlmbp? ~ % I

Login and overwrite startup config, reboot if needed.
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wrm

reload



Cisco ASA5505

Backup and restore
configuration using Secure
SHell (SSH)

scp must be enabled

enable
conf t

ssh enable scopy

dump running-config into file

copy running-config flash:/running-config

dir
SSH weak algorithms and ciphers need to be enabled

vi ~/.ssh/config

config

Host 192.168.74.1
KexAlgorithms +diffie-hellman-groupl4-shal
HostKeyAlgorithms +ssh-rsa

Ciphers +aes256-cbc

Pull config (-O tells to use legacy SCP protocol instead of SFTP)

scp -0 rO0t@192.168.74.1:running-config .

Is -la



anton-wlantlmbp? tftp % scp -0 r@@t@192.168.74.1:running-config .

rogt®192.168.74.1's password:

running-config 100% 4567 59.6KB/s  00:00
anton-wantlmbp? tftp ¥ 1s -la

total 16

drwxr-xr-x@ 3 anton-w staff 96 Nov 22 18:5Z .

drwxr-xr-x@ 5 anton-w staff 160 Nov 22 16:40 ..

-rw-r--r--2 1 anton-w staff 4567 Nov 2ZZ 18:5Z running-config

anton-w@antlmbp? tftp % []

Rename config for archive

TODO

Restore

Push config

TODO
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Cisco ASA5505

Restore factory settings
ASA5505 aka reset

Connect console cable.
Switch off the device.
While turning it on, press ESC to access ROMMON.

Execute command to skip startup-condif

confreg 0x41
boot



CISCO SYSTEMS
Embedded BIOS Version 1.@(12)13 @8/Z28/08 15:50:37.45

Low Memory: 832 KB

High Memory: 587 MB

PCI Device Table.

Bus Dev Func VendID DevID Class Irg
a1 1822 2088 Host Bridge

a1 1827 2082 Chipset En/Decrypt 11
ac 1148 4320 Ethernet 11
aD 1770 @083 Network En/Decrypt 10
@F 1822 2099 ISA Bridge

aF 1822 2092 IDE Controller

oF @3 la22 2893 Audio

oF @4 1822 2094 5Serial Bus

@F @5 1822 2895 5Serial Bus

STSSESE8

Evaluating BIOS Options ...
Launch BIOS Extension to setup ROMMON

Cisco Systems ROMMON Version (1.8(12)13) #0: Thu Aug 28 15:55:27 PDT 2068

Platform ASAS585

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot interrupted.

Ethernet@ @
MAC Address: «
Link is UP

Use 7 for help.
rommon #&> confreg @x4l

Update Config Register (@x41) in NVRAM. ..

rommon #1= boot
Launching BootlLoader. ..
Default configuration file contains 1 entry.

Searching / for images to boot.

Loading fasa924-33-kB.bin... Booting...
Platform ASAS5@5

Leading. ..

I0 memory blocks requested from bigphys 3Z2bit: 10033
Bdosfsck 2.11, 17 Mar 2085, FAT3Z, LFN

Starting check/repair pass.

Starting verification pass.

Jdev/hdal: 112 files, 13161731833 clusters
dosfsck(/dev/hdal) returned @

Processor memory 331350016, Reserved memory: 68157440

Total 55Ms found: @
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booting

Ignoring startup configuration as instructed by configuration register.

INFO: Power-0On 5elf-Test in process.

INFO: Power-0n 5elf-Test complete.
Type help or '?' for a list of available commands.
Clscoasas

Once loaded, elevate privileges and return register

enable
configure terminal

congigure factory-defaults
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riscoasalconfig)# configure factory-default

WARNING: The boot system configuration will be cleared.
The first image found in disk@:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk@:/ or the system will
not boot.

Eegin to apply factory-default configuration:
Clear all configuration

Executing command: interface Ethernet @/0
Executing command: switchport access vlan 2
Executing command: no shutdown

Executing command: exit

Executing command: interface Ethernet @/1
Executing command: switchport access vlan 1
Executing command: no shutdown

Executing command: exit

Executing command: interface Ethernet @/2
Executing command: switchport access vlan 1
Executing command: no shutdown

Executing command: exit

Executing command: interface Ethernet @/3
Executing command: switchport access vlan 1
Executing command: no shutdown

Executing command: exit

Executing command: interface Ethernet @/4
Executing command: switchport access vlan 1
Executing command: no shutdown

Executing command: exit

Executing command: interface Ethernet @/5
Executing command: switchport access vlan 1
Executing command: no shutdown

Executing command: exit

Executing command: interface Ethernet @/6
Executing command: switchport access vlan 1
Executing command: no shutdown

Executing command: exit

Executing command: interface Ethernet @/7
Executing command: switchport access vlan 1
Executing command: no shutdown

Executing command: exit

Executing command: interface vland
Executing command: nameif outside

INFO: Security lewvel for “outside" set to @ by default.
Executing command: no shutdown

Executing command: ip address dhcp setroute

Executing command: exit

Executing command: interface vlanl

Executing command: nameif inside

INFO: Security lewvel for "inside" set to 180 by default.
Executing command: ip address 192.168.1.1 255.255.255.0
Executing command: security-level 100

Executing command: allow-ssc-mgmt

ERROR: 55C card 1s not available

Executing command: no shutdown

Executing command: exit

Executing command: object network obj_any

Executing command: subnet 8.0.0.0 0.0.0.0

Executing command: nat (inside,outside) dynamic interface
Executing command: exit

Executing command: http server enable

Executing command: http 192.168.1.8 255.255.255.9 1nside
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config-register 0x01

write memory

ciscoasalconfig)y! config-register @x@l
clscoasalconftig)w wi

ciscoasalconfig)# write me
ciscoasalconfig)d write memory

Building configuration...

Cryptochecksum: bdlcflbb 79e94843 5681949 5al7ddac

2580 bytes copied in 1.418 secs (2588 bytes/sec)
[OK]

clscoasal config)#

reboot

reload

ciscoasalconfi )# reload
Proceed with reloads |contirm]
ciscoasalconfig)#

ok

*** ——- START GRACEFUL SHUTDOWN ---
Shutting down isakmp

Shutting down webwvpn

Shutting down License Controller
Shutting down File system

ok
*4% __- SHUTDOWN MOW ---
Process shutdown finished
Rebooting.....
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Next boot

Help to improve the ASA platform by enabling anonymous reporting,
which allows Cisco to securely receive minimal error and health
information from the device. To learn more about this feature,
please wisit: http://www.clsco.com/go/smartcall

Would you like to enable anonymous error reporting te help improwve
the product? [Y]es, [N]o, [Alsk later: n

In the future, if you would like to enable this feature,
issue the command "call-home reporting anonymous®.

Please remember to save your configuration.

ciscoasal config)#
ciscoasal config)#
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