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Web applications




Android



BookStack @SLES16
(openSUSE v16.1) (with
Internet access)

Let's deploy BookStack web application to the Internet reachable environment:

e Solution: BookStack (www, github)
e Resources: VM in the laptop lab.
e Stack:
o mbp7dox2: openSUSE 16.1 + nginx + MariaDB

Create VM.

Preparations:

sudo su

zypper install \
tmux \
git\
php\
php-gd \
php-zip \
php-mysqind \
php8-cli \
php8-phar\
php8-curl \
php8-fileinfo \
php8-mbstring \
php8-pdo \
php8-mysql \


https://www.bookstackapp.com/
https://github.com/BookStackApp/BookStack

Install MariaDB and perform
recommended post-install

zypper install mariadb-server

systemctl enable --now mariadb

systemctl status mariadb

Secure the fresh setup

mariadb-secure-installation



mbp7dox? : /home/anton # mariadb-secure-installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you'wve just installed MariaDB, and
haven't set the root password yet, yvou should just press enter here.

Enter current password for root (enter for none):
0K, successfully used password, moving on...

Setting the root password or using the unix_socket ensures that nobody
can log into the MariaDB root user without the proper authorisation.

You already have your root account protected, so you can safely answer 'n
Switch to unix_socket authentication [¥/n]
Enabled successfully!
Reloading privilege tables..
Success|

You already have your root account protected, so you can safely answer 'n
Change the root password? [Y/n]
New password:
Re-enter new password:
Password updated successfully!
Reloading privilege tables..
Success!

By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [Y/n]
Success!

Mormally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y./n]
Success!

By default, MariaDBE comes with a dotobase nomed '"test' that anyone can
access. This 1s also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to 1+7 [Y/n]
- Dropping test database...
Success|
- Removing privileges on test database...
Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n]
Success!

Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!
mbp7dox? : /home/anton #
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Create database and
application user

export db_pass="Very-Strong-Password123"

mariadb -u root --execute="CREATE DATABASE bookstack;"
mariadb -u root --execute="CREATE USER 'bookstack'@'localhost' IDENTIFIED BY '${db_pass}";"
mariadb -u root --execute="GRANT ALL ON bookstack.* TO 'bookstack'@'localhost'; FLUSH PRIVILEGES;"

Verify freshly created user can login

mariadb -u bookstack -p

mbp7dox?: /home/anton # mariadb -u bookstack -p

Enter password:

Welceme to the MariaDB moniter. Commands end with ; or \g.
Your MariaDB connection id i= 19

Server version: 11.8.6-MariaDB MariaDB package

Copyright (c) 208¢, 2018, Oracle, MariaDB Ceorporation Ab and others.

Type "help;' or "Wh' for help. Type "\c' to clear the current input statement.

SHOW DATABASES;

| bookstack
| information_schema |

2 rows in set (8.881 sac)

MariaDB [(none)]= USE bookstack;
Database changed
MariaDB [bookstack]=

Setup nginx, enable SSL

zypper install nginx
systemctl enable --now nginx
systemctl status nginx

ss -ntap | grep nginx
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LISTEN O 511 0.0.0.0:80 0.0.0.0:*
users:(("nginx",pid=14387,fd=6),("nginx",pid=14386,fd=6))
LISTEN O 511 [::]1:80 [::]:*  users:(("nginx",pid=14387,fd=7),("nginx",pid=14386,fd=7))

Create of self-signed certificates
and Enable SSL

We have local running environment (virtualized local VM) and will use self-signed certificate in this
scenario), alternatively, point cert and key accordingly.

sudo su
export dir="/data/certs/"
export fqdn="dox.$(hosthame)"

echo ${fqdn}

mkdir -p ${dir}/${fqdn}/current/
mkdir -p ${dir}/${fqdn}/archive/

openssl req -x509 \
-nodes \
-days 365\
-newkey rsa:2048 \
-subj "/C=FI/ST=State/L=City/O=Home/OU=IT/CN=${fgdn}" \
-out  ${dir}/${fagdn}/current/${fqdn}.crt\
-keyout ${dir}/${fqdn}/current/${fqdn}.key

Is -la ${dir}/${fqdn}/current/



mbp7doxZ:/homesanton # openssl req -x5@9
-nodes
-days
ne
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mbp7doxZ: /home/anton #

mbp7doxZ : /home/anton #

mbp7doxZ : /home/anton #

mbp7dox2: /home/anton # 1s -la ${dir}/${fqdn}/current/
total 8

vxr-xr-x. 1 root root 48 Jun
wxr-xr-x. 1 root root 28 Jun
. 1 root root 1386 Jun
. 1 root root 1784 Jun 9 121 mbp7doxZ.key
mbp7doxZ: /home/anton #

Modify Nginx webserver's config

Open Nginx's default config file. SLES has different Nginx's config structure.

export fqdn="$(hostname)"

echo ${fqdn}

vi /etc/nginx/vhosts.d/$ {fqdn}.conf

It is highly recommended to stop using and promote usage of unencrypted HTTP. Do not disable it,
but use forwarders instead.

Before | used to disable (=comment or remove) "Server { Listen 80; }" definition (upper block) and
enable (=uncomment) "Server { Listen 443 ss| http2; }" definition lower block.

But later felt in the trap, that some browsers does initiate first connections unencrypted, | have
replaced comments with forwarders. Depending on the environment and use-cases.

for BookStack like this (using $request_uri variable)

Shortly, config should look like this
“““bash
server {

listen 80;


https://storage.googleapis.com/iau-data-dox/uploads/images/gallery/2026-06/fkqF31THxHJZTal6-image-1780996940809.png

server_name mbp7dox2;
access_log /var/log/nginx/mbp7dox2.access.log;

error_log /var/log/nginx/mbp7dox2.error.log;

return 301 https://$host$request_uri;

server {

listen 443 ssl;

server_name _;
access_log /var/log/nginx/mbp7dox2.access.log;

error_log /var/log/nginx/mbp7dox2.error.log;

root /usr/share/nginx/html;

ssl_certificate  "/data/certs/mbp7dox2/current/mbp7dox2.crt";

ssl_certificate_key "/data/certs/mbp7dox2/current/mbp7dox2.key";

ssl_session_cache shared:SSL:1m;
ssl_session_timeout 10m;
ssl_ciphers PROFILE=SYSTEM;

ssl_prefer_server_ciphers on;

SElinux

I TODO:fix context

Test config and reload it:

nginx -t
nginx -s reload

ss -ntap | grep nginx

mbp7dox2: /etc/ngink/vhosts.d #

mbp7dox2: /etc/ngink/vhosts.d #

mbp7dox2: /etc/nginx/vhosts.

state send-Q o

LISTEN ° 4096 E § ' X", pid=3004, Fa=03)
LISTEN °

LISTEN 0

LISTEN [}

LISTEN 0
ESTAB ° 0 10.211.55
LISTEN ° 2 [
mbp7dox2: /etc/ngink/vhosts.d #
mbp7dox2: /etc/ngink/vhosts.d #
mbp7dox2: /etc/ngink/vhosts.d #
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Test it, requesting to show headers only, '-k' - will skip cert checks, as they will fail for not matching
the CN (common name). Using local address to avoid DNS lookup.

curl -I https://127.0.0.1 -k

mbp7dox2; /etc/ngink/vhosts.d # curl -I https://127.8.0.1 -k
HTTP/1.1 484 Not Found

Server: nginx/1.27.2

Date: Tue, @93 Jun 2826 @9:37:04 GMT

Content-Type: text/html

Content-Length: 153
Connection: keep-alive

mbp7dox2: /etc/ngink/vhosts.d #

Open firewall (create
security policies to pass the
traffic in)

firewall-cmd --add-service=http --permanent
firewall-cmd --add-service=https --permanent
firewall-cmd --reload

firewall-cmd --list-all

Foundation is done. We can proceed with application setup.

Install PHP-FPM

zypper install php-fpm

systemctl enable --now php-fpm

systemctl status php-fpm

We need to know, where PHP-FPM is listening, to point requests correctly from webserver below:

fgrep -irn listen /etc/php8/fpm/
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mbp?doxz !etcfnglnx!vhosts d # vi /etc/php8/fpm/php-fpm
mbp?doxz Sete/ngin/vhosts.d # F]rep -irn llsten fete

to listen on a TCP socket to a specific IPv4 address on
to listen on a TCP socket to a specific IPve address on
to listen on a TCP socket to all addresses

to listen on a unix socket.

port 9000 we shall be using and not local file socket

/etc/php8/fpm/php-fpm.d/www.conf:43:listen = 127.0.0.1:9000

Let's see which user and group is owning the php.

fgrep -irn user /etc/php8/fpm/ | grep -v \;
fgrep -irn group /etc/php8/fpm/ | grep -v \;

mbp7doxZ:/etc/ngink/vhosts.d # fgrep -irn user Jetc/php8/fpm/ | grep -v \;
Fetc/phpBs fpm/php-fpm. d www. conf 2 User = WWWrun
fe php8/fpmsphp . ini: 754 user_dir =

Fetc/phpd/fpmsphp.ini: 1183 :mysqli.defaul t_user =
mbp7dox2 : /etc/ngin/vhosts.d # fgren -irn_aroun /etc/php8/fpms | grep -v \;
Fetc/phpd/fomSphp-fpm. d waw . conf @ 23 group = waw

mbp7dox2: /etc/nginx/vhosts.d #

these are

user=wwwrun

group=www
Let's see which user and group nginx is running with

fgrep -irn user /etc/nginx/

ss -ntap | grep nginx

mbp?doxz !etclnglnvahosts d # ss -ntap | grep nginx
LISTEN @ 4896 9.0.90.0:443 9.0.0.0:* users:(({"nginx",pid=3906, fd=9),("nginx",pid=3984, fd=9

LISTEN @ 4996 9.0.9.0:30 p.0.8.8:° users:(("nginx",pid=3906, fd=8),("nginx",pid=3984, fd=8))

mbp7dox?:/etc/nginx/vhosts.d

-"Aha!". Let's change PHP-FPM be run as nginx

vi /etc/php8/fpm/php-fpm.d/www.conf

Should be like this, using nginx user:
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; user = wwwrun
user = nginx
; group = www

group = nginx

: USEr = WWWrun
user = nginx

1 group = W
group = nginx

Remember to restart the service

systemctl restart php-fpm

Install Composer and make
available globally.

ref to

https://getcomposer.org/download/

as a normal user, not root

mkdir -p ~/utils/composer

cd ~/utils/composer/
php -r "copy('https://getcomposer.org/installer', '‘composer-setup.php');"

php -r "if (hash_file('sha384', ‘composer-setup.php') ===
'c8b085408188070d5f52bcfedecfbee5f727afa458b2573b8eaaf77b3419b0bf2768dc67c86944dal544f06fa544fd
47') { echo 'Installer verified'.PHP_EOL; } else { echo 'Installer corrupt'.PHP_EOL; unlink('‘composer-setup.php');
exit(1); }"

anton@mbp7dox2 : ~/utils/composer> php -r "copy('https: tcomposer.org/installer’, 'composer-setup.php');”

hp -r "if Chash_file('sha384", 'composer-setup.php') == 'c8b@B54Q8188070¢ fedecfbeedf7Z7afa45

dal544f@efad44fda7') { echo "Installer verified'.PHP_EOL; } else { echo 'Installer rupt’.PHP_E
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php composer-setup.php

php -r "unlink(‘composer-setup.php');"

php composer.phar

sudo mv composer.phar /usr/local/bin/composer

anton@mbp7dox2 :~/utils/composer> php composer.phar
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Display help for the given command. When no command is given display help for the list command
Do not output any message

Display this application version

Force (or disable --no-ansi) ANSI output

Do not ask any interactive guestion

Display timing and memory usage information

Whether to disable plugins.

Skips the execution of all scripts defined in composer.json file.

If specified, use the given directory as working directory.

Prevent use of the cache

Increase the verbosity of messages: 1 for normal output, 2 for more verbose output and 3 for debug

Shows a short information about Composer

Creates an archive of this composer package

Checks for security vulnerability advisories for installed packages

[home] Opens the package's repository URL or homepage in your browser
Increases the lower limit of your composer.json requirements to the currently installed versions
Check that platform requirements are satisfied

[clearcachelcc] Clears composer's internal package cache

Dump the shell completion script

Sets config options

Creates new project from a package into given directory

[why] Shows which packages cause the given package to be installed

Diagnoses the system to identify common errors

[dumpautoload] Dumps the autoloader

Executes a vendored binary/script

Discover how to help fund the maintenance of your dependencies

Allows running commands in the global composer dir ($COMPOSER_HOME)

Display help for a command

Creates a basic composer.json file in current directory

[i] Installs the project dependencies from the composer.lock file if present, or falls back on the composer.json
Shows information about licenses of dependencies

List commands

Shows a list of installed packages that have updates available, including their latest version
Manages custom dependency policies and their sources

[why-not] Shows which packages prevent the given package from being installed
Uninstalls and reinstalls the given package names

[rmluninstall] Removes a package from the require or require-dev

[repo] Manages repositories

[r] Adds required packages to your composer.json and installs them

[run] Runs the scripts defined in composer.json

Searches for packages

[selfupdate] Updates composer.phar to the latest version

[infe] Shows information about packages

Shows a list of locally modified packages

Shows package suggestions

[ulupgrade] Updates your dependencies to the latest wversion according to composer.json, and updates the composer.lock f

Validates a composer.json and composer.lock

anton@mbp7dox2 :~/utils/composer> sudo mv composer.phar /usr/local/bin/composer
[sudo] password for anton:
anton@mbp7dox2 : ~/utils/composer>
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Prepare home for application

Naming convention: application.host, in my case it is. Always bear in mind, that one host may have
more than one application. If there are direct FQDN, then use it to make management easier.

whoami

sudo su

# privileged user (you)

export pu="anton"

export host="$(hostname)"
export app="dox.${host}"
export dir="/var/www/${app}"
echo ${dir}

mkdir -p ${dir}

# permit priviledged user to own app directory
chown -R ${pu}:${pu} ${dir}

exit

# as priviledged user, not as root
export host="$(hostname)"
export app="dox.${host}"
export dir="/var/www/${app}"
cd ${dir}

Create application-specific configuration file in the webserver

sudo su
export host="$(hostname)"
export app="dox.${host}"

export dir="/var/www/${app}"

cat << _EOF_ > /etc/nginx/vhosts.d/${app}.conf
server {

listen 443 ssl;



server_name ${app};

access_log /var/log/nginx/${app}_access.log;

error_log /var/log/nginx/${app}_error.log;

ssl_certificate  "/data/certs/${app}/current/${app}.crt’;
ssl_certificate_key "/data/certs/${app}/current/${app}.key";

ssl_protocols TLSv1.2;
ssl_prefer_server_ciphers on;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 10m;

ssl_ciphers PROFILE=SYSTEM;

root ${dir}/BookStack/public;

index index.php;

client_max_body_size 1G;

fastcgi_buffers 64 4K;

location / {

try files \$uri \$uri/ /index.php?\$query_string;

location ~ \.php(?:$]|/) {
fastcgi_split_path_info ~(.+\.php)(/.+)$;
include fastcgi_params;
fastcgi_param SCRIPT_FILENAME \$document_root\$fastcgi_script_name;
fastcgi_param PATH_INFO \$fastcgi_path_info;
fastcgi_pass 127.0.0.1:9000;

location ~* \.(?:jpg|jpeg|gif|lomplico|png]|css|js|swf)$ {
expires 30d;

access_log off;

location ~ ~/(?:\.htaccess|data|config|db_structure\.xmI||[README) {

deny all;



}
_EOF_

Verify

Is -la /etc/nginx/vhosts.d/${app}.conf

Prepare hostnames to match certificates CNs (for local usage)

vi /etc/hosts

127.0.0.1 localhost mbp7dox2 dox.mbp7dox2

Test and reload the webserver:

nginx -t

nginx -s reload

export host="$(hostname)"
export app="dox.${host}"
echo ${app}

curl https://${app} -k

Installation of BookStack
application

Change directory before cloning the repo. As a normal user, not root
export host="$(hostname)"
export app="dox.${host}"

export dir="/var/www/${app}/"

cd ${dir}
pwd

/var/www/dox.lt58dox1



Clone repo

git clone https://github.com/BookStackApp/BookStack.git --branch release --single-branch

Is -la

thub . com/Book5tackApp/BookStack. --branch release --single-branch

Cloning into 'BookSta

remote: Enumerating objects:

remote: Counting objects: 1

remote: Compressing objects: 1

remote: Total 76 (delta 223), reused 397 (delta 167)
1 bl), 58.91 MiE | 5Z22.8@ KiB/s, done.

anton@mbp 7 dox2

anton@mbp7doxZ : ; wiwn/dox . mbp7doxZ> 1s -la

total @

drwxr-xr-x. 1 anton anton 18 Jun 2:94 .
drwxr-xr-x. 1 root root 24 Jun 11:55 ..
drwxr-xr-x. 1 anton anton 714 Jun 12:96 BookStack
anton@mbp7do: 0 ‘dox . mbp7doxZ>

Build an application

cd Bookstack
which composer
composer update

composer install --no-dev

Should be built successfully:

anton@mbp7dox? : Svar/www./dox.mbp7doxZ/BookStacks> composer install --no-dev

> @php -r "!file_exists{'bootstra he/services.php') || @unlink('bootstrap/cache/services.php');"
Installing dependencies from lock file

Verifying lock file contents can be installed on current platform.

Nothing to install, update or remove

Generating optimized autoload files

> IlluminateZFoundation“ComposerScripts: :postAutoloadDump

> @php artisan packag cover --ansi

- Discovering packages.

laravel

nesbo

nunomaduro/termwin

socialiteproviders,
62 packages you are using are looking for funding.
Use the "“composer fund® command to find out more!
> @php artisan cache:clear

- Application cache cleared successfully.

> Bphp artisan view:clear

- Compiled views cleared successfully.

anton@mbp7doxZ : Svar Jdox.mbp7doxZ/BookStacks
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Creating missing directories

issue

#3 /var/www/dox.lt58dox1/BookStack/vendor/la...; PHP message: PHP Fatal error: Uncaught
UnexpectedValueException: The stream or file "/var/www/dox.lt58dox1/BookStack/storage/logs/laravel.log"

could not be opened in append mode: Failed to open stream: Permission denied
sudo su

export host="$(hostname)"
export app="dox.${host}"
export dir="/var/www/${app}/"

Is -la ${dir}/BookStack/storage/logs/

# Create an empty log and directory for views

touch ${dir}/BookStack/storage/logs/laravel.log

chown nginx:nginx ${dir}/BookStack/storage/logs/laravel.log

namei -mo ${dir}/BookStack/storage/logs/laravel.log

mbp7dox2 : /war/ww./dox .mbp7dox2/BookStack # namei -mo ${dir}/Book5tack/storage/logs/laravel.log
f: AvarSwww/dox . .mbp7doxd//BookStack/storage/logs/laravel . Llog

drwxr-xr-x root root /

drwxr-xr-x root root war

drwxr-xr-x root root www

drwxr-xr-x anton anton dox.mbp?7doxZ
drwxr-xr-x anton anton BookStack
drwxr-xr-x anton anton storage
drwxr-xr-x anton anton logs
-MW-r--r-- nginx nginx laravel.log

Configure application

Copy template, generate salt and configure .env
sudo su

export host="$(hostname)"
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export app="dox.${host}"
export dir="/var/www/${app}"
cd ${dir}/BookStack/

pwd

Cp .env.example .env

php artisan key:generate

Are you sure you want to run this command? Yes [Enter]

Vi .env

Should be simple as

APP_KEY=base64:9oKe]WQsFFboBGOSF5+eti2YvlauP4rXvxVbQ4lupgc=
APP_URL=https://dox.It58dox1

DB _HOST=localhost
DB_DATABASE=bookstack
DB_USERNAME=bookstack
DB_PASSWORD=Very-Strong-Password123

# not in use

MAIL_DRIVER=smtp

MAIL_ FROM_NAME="BookStack"
MAIL_FROM=bookstack@example.com
MAIL_HOST=localhost
MAIL_PORT=587
MAIL_USERNAME=null

MAIL PASSWORD=null
MAIL_ENCRYPTION=null

Create database schema

php artisan migrate
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B 7-epocing database.
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Craating migration
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craate _books_table
create_pages_table
craate_lmages_table
crgdate_chaptess_table

Toadd_users_to_snt

Les
craate_page_rewlslons_table
Ltles_table

craate_actlvl

2_add es_and_permlssions
create_settings_table
add_search_indexes
credte_secidl _acceunts_table
add_erail_coafirmation_table
ereate_vlews_table
add_entlty_ladedes
Fulltext_wmeighting
add_Lrage_upload_types
add_udser _dwdtass
add_sxternal_duth_to_users
add_slug_te_revwlsilons
update_perelislons_and_seles
add_entlty_access_ceatrals
add_page_revislon_types
add_page_deafts
7_add_rackdonr_suppgest
add_wlam_parslssions_to_rolas
create_jeint_permlisions_table
craate_tags_table
add_furrdsy_to_pdge_revlilons
remwe_Wldden_reles
craate_atiacheants_table
create_<ache_table
create_seisions_table
create_search Lndexs_table
add_raw e _dsunts
update_db_sncoeding to_utdsbd
cradte_comments_table

add_cover_ Lnage_display

add_role_sxternal _auth_id

fraate akihelves_table
5_add_terplate_suppest
add_user_lavltes_table
duth
drap_jelnt_permiislons_1d

add_ap

Femyad_role_nars_Fleld
add_activwl by _ladeies
add_entlty_soft_deletes
create_deletlens_table
sieplify_activitlies_table
add_saned_by_Fleld_te_sntities
add_settings_type_colusn
add_udser_ilug
craate_Faveurites_table

gate_wFa_valuss table

add_mfa_snforcad_to_roles_table
add_sxpest_role_permlsslen

L5} add_activities_ ip colusn
add_1ndex_Far_uses_ip
cradts_webhooks_table

efadte

jobs_table

add_wébhocks_tlessut_srrar_colusng

ereate_Falled
I_add_sdliss_change_ Fleld_and_perslislon

type
craate_references_table
Fla_shalf_cower Leage types

& _Flatten_entity_p Laslons_table
deap_sntliy_resteloted_fleld

refactas

alit_pess As_ftardge

copy_cales_settings_For_dack_mede
Acredse_dttachments_path_length
add_updated_at_index_te_pages
remave_guest_user _secondasy_roles
ramvwe_bookihelf_create_entity_permlisions
3 add_recelve_notlfFleatlions role_perelsslons
cradte_watches_table

LAcredse_cache_slze
U_add_deFault_tesplate_to_bosks
add_description_himl_te_sntities
add_default_template_te_chapters
add_wiews _updated_Ladex
ty_relatien_columng
engure_editor walue_set

add_Lepoest_role_perslislon
create_iepasts_table
add_lnstance_1ld_setilng
create_sert_rules_table
2_add_sest_rule_ld_te _boaks
add_content refs_and_archlved to_cosssnts
ramdve_unused_ colusns
craate_sntities_table
migrate_entliy_data
update_satity_relaticn_celusns
deap_old_satliy_tables

clean_user ld_references

T update_cormsnts_relation_Fleld_ namss
create_slug histosy_table
create_menticen_hlsitery_table

ttittttittiitttittiittttttiistticttitttietnitttiettiettitstiettitstittttisttttttirtttttiittiiittititl

add_wiews_wiewmable_type_Lndex
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Set least necessary permissions
for application

export host="$(hostname)"
export app="dox.${host}"
export dir="/var/www/${app}"

# not inside app dir, but level up (not to be affected by itself)
vi fixperm-${app}.sh

#!/bin/bash

export host="$(hostname)"
export app="dox.${host}"
export dir="/var/www/${app}/BookStack/"

# priviledged user

export pu="anton"

# webserver's user

export wsu="nginx"

chown -R ${wsu}:${pu} ${dir}
subdirs=("" "/storage/" "/bootstrap/cache/" "/public/uploads/")
for subdir in "${subdirs[@]}" ; do
echo "--[ subdir: ${subdir} ]--"
chown -R ${wsu}:${pu} ${dir}/${subdir}
done
for subdir in "${subdirs[@]}" ; do
echo "--[ subdir: ${subdir} ]--"
find ${dir}/${subdir} -type d -exec chmod 0770 {} \+
find ${dir}/${subdir} -type f -exec chmod 0660 {} \+

done

chmod +x ./fixperm.sh

Jfixperm.sh



mbp7dox? ; /var/www./dox . mbp7dox2/BookStack # export host="3$(hostname}"
mbp7dax? ; /var/ww./dox . mbp7dox2/BookStack # export app="dox.${host}"
mbp7daox2 ; Svar/ww./dox . mbp7doxZ/BookStack # export dir="/var/www/${app}"
mbp7dox2 : /var/www./dox . mbp7dox2/BookStack

mbp7dox2 : /var/ww./dox . mbp7dox2/BookStack # vi fixperm.sh

mbp7dox2 : /vwar/www/dox . mbp7dox2/BookStack # chmod +x ./fixperm.sh
mbp7dox2 ; /var/ww./dox . mbp7dox2/BookStack

mbp7dox2 ; /var/ww./dox . mbp7dox2/BookStack

mbp7dax? ; /var/www./dox . mbp7doxZ/BookStack

mbp7dax2 ; /var/www./dox . mbp7doxZ/BookStack # ./fixperm.sh

==[ subdir: ]J--

--[ subdir: /storages ]--

-=[ subdir: Sbootstrap/caches ]--

==[ subdir: /public/uploads/ ]--

-=[ subdir: J--

--[ subdir: /storages ]--

-=[ subdir: /bootstra

==[ subdir: /publicfuploadss

mbp7daox2 ; /var/ww./dox . mbp7doxZ/BookStack #

Application is ready

O < C @ ) Not Secure  10.211.55.9/login w

@ BookStack

Log In

Email

Forgot Password?

D Remember Me

Used space:

Minimal openSUSE16.1 + webserver + PHP-FPM + MariaDB
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df -hT | sort

anton@mbp 7doxd : Avar wendox . mbp7doxZ /BookStacks vi .env
anton@mbp7doxd : AvarSwenw dox . mbp7doxZ /BookStacks date

Tue Jun 9 @1:45:88 PM CEST 2026
anton@mbpFdoxs : Avar www/dox . mbp7doxZ /Book5Stacks df -hT | sort

Fdev/sdal vfat 1286 12M 117M 9% /bootsefi

fdev/sdad btrfs 620G 4G 570 6% /

Fdev/sdaZ btrfs 626 A6 576 6% /boot/grubZ/armed-efi
Fdev/sda btrfs 620G .40 57G 6% /home

Fdev/sda btrfs 620G 40 57G 6% Jopt

Fdev/sda btrfs 620G .40 57G 6% Sroot

Fdev/sda btrfs 620G 4G 576 6% /.snapshots

Fdev/sda? btrfs 620G 40 537G 6% /srv

Fdev/sda? btrfs 620G .40 576 6% Jusr/local

Fdev/sda? btrfs 620G .40 576 o% ASvar

devtmpfs devtmpfs 4.8M 4.0 8% Sdev

efivarfs efivarfs 184K 5. 99K 6% /sys/firmware/efi/efivars
Filesystem Type 5ize Avail Use¥ Mounted on

tmpfs tmpfs 1.8M 1.eM 8% /runfcredentials/getty@ttyl.service
tmpfs tmpfs 1.eM 1.eM 8% /runfcredentials/systemd-journald.service
tmpfs tmpfs 1.5G 1.56 &% Adev/shm

tmpfs tmpfs 1.5G 1.56 &% Stmp

tmpfs tmpfs 297 20K 297M 1% Srunfuser/1006

tmpfs tmpfs 593M 944K 592M 1% /run
anton@mbpFdoxZ : Avar www dox . mbp7doxZ /BookStacks

L L W W

date

export dir="/var/www/${app}"
df -hT ${dir}

du -h ${dir} --max-depth=1

anton@mbp7dox : AvarSwwwdox . mbp7doxZ /Book5tacks date

Tue Jun 9 @1:46:43 PM CEST 2026
artonBmbp7dox? : SvarSww/dox . mbp7dox 2/ BookStacks export dir="/var/ww/${app}"
arton@mbp7dox? : fvarSww/dox . mbp7dox2/BookStacks df -hT ${dir}

Filesystem Type 5ize Used Avail Use® Mounted on

Sdev/sda’ btrfs ©2G6 3.40 570G 6% Svar

anton@mbpYdox : AvarSwww/dox . mbp7doxZ  Book5tacks
anton@mbpdox? : MvarSwe/dox . mbp7doxZ2/BookStack> du -h ${dir} --max-depth=1
199M SwvarSwww/dox . mbp7doxZ

SvarSww’

3 T x
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MacOS



MacOS

To review

QR Journal

QR Capture

KeePassXC

KeePassXC extention for Firefox
AltTab

Flameshot

Hidden Bar

Scroll Reverser



MacOS

Research on alternative to
native Calendar application
INn MacOS

Disadvantages or "What
could be done better"

Q, calendar - open 26

“7" Calendar

Creating overlapping event

The biggest challenge in the native calendar app on Macintosh is to get the new meeting of the
new event created in the middle of the day because there is many layers of events overlapping and
it's impossible to click into the empty space without being selected another event.

In the screenshot below, it is demonstrated that it is impossible to create an event on 10.30 on
Friday without selecting the green event.
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July 2025

W30 Thu 24 Fr| 25 sat €0

8.00 8.00 (8.00 GMT+3)

9.00 (9.00 GMT+3)

10.00 (10.00 GMT+3) 10.00 (10.00 GMT+3) 10.00 (10.00 GMT+3)

Setting up the time is non-intuitive
and difficult

Another challenge is to set the time when event beings and ends. it is necessary to press [Space],
follown by [Tabulator] several times to move from one field to another.
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’
doc: dentist Be

Add Location or Video Call

all-day: i
starts: 23.07.2025 {15
ends: 23.07.2025 16.15 i

16.15 " .
doc: dentist time zone: q !

repeat: MNone

travel time: MNone '
alert: 30 minutes befpre [

alert: 1 hour before

show as: Busy
Add Invitees

Add Notes

Advantages or what | like:

It is positive that the duration of event can be chosen.

- New Event ms
l Add Location or Video Call
— -
all-day:
! starts: 24.07.2025 18.45
,J ends: 24.07.2025 19[3
. time zone: = W 19.15 30 minutes
] repeat: None + 19.45 1 hour
[ 2015 1,5 hourg
i travel time: Mone 20.45 2 hours
: alert: None 2115 2,5 houts
i = 2tA5—Sowrs: —— =
| Add Invitees . ’
|
| Add Notes or URL
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Windows Nowdays

First adjustments to the
fresh Windows 10/11

Winl0 Winll
Enable multi-clipboard, which can be
invoked by WIN+V.
Disable choosing of side-window when
switching windows using ALT+TAB
Files Explorer Ribbon menu, View

Show/hde [x] Fle name extension

Files Explorer Ribbon menu, View, Options, View
From list (on bottom):
Navigation pane:
[x] Expand to the open folder



Windows Nowdays

Useful system commands in
Windows environment

Remote Desktop mstsc /v:N.N.N.N
k adapte ncpa.cpl

Comman d Line md

SSH Client ssh user@host



LinuXx



Linux

certbot

All commands executed in priviledged mode
Show certificates in certbot registry
certbot certificates

Renew (with and withour dry-run)

certbot renew --dry-run

certbot renew

Interactive deletion

certbot delete

Remove cert from certbot's registry

certbot delete --cert-name (domain)

You will need to review nginx's config and disable sites to avoid 'nginx -t' negative response.



Web applications



